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ABSTRaCT 

Decades of rules, polices, and procedures successfully prevent outsiders from breaching the security 
of ýnancial institutions both physically and electronically.  While ýrewalls and authentication systems 
protect against modern external threats, little has been done to thwart insiders from abusing the 
trust extended to them.  This paper shows how content-aware risk management systems combat 
information leakage through a combination of detection methods including data-matching, database-
matching, and linguistic analysis.

“Approximately 100 million Americans have been informed that they have suffered a security 
breach so this problem has reached epidemic proportions.  Knowing the signiýcant cost a leak 
has on a company’s bottom line, it is inconceivable that all organizations do not have a content 
monitoring and control product as part of their policy enforcement and security technology 
infrastructure.”

Jon Oltsik ï Enterprise Strategy Group
 
 
INTRODUCTiON: INSiDER RiSK HaS FaLLEN iNTO iNaTTENTiON 
 
Regulation in the ýnancial services industry seems to have evolved slowly since John Dillinger was 
Public Enemy Number One and Willie Sutton robbed banks ñbecause thatôs where the money is.ò1 
Decades of rules, polices, and procedures have kept the bad guys out not only physically but 
also electronically.  Firewalls and strong authentication systems ï together with the policies and 
procedures that ensure they are deployed and operated properly ï protect against modern external 
threats.  However, while rules and regulations have always recognized that threats exist from both 
outside and inside ýnancial institutions, the industry has developed few policies and practices to 
prevent insiders from leaking sensitive information. 

Billions of dollars invested that mirror the physical security of steel vaults within the IT 
infrastructure have paid off:  Rarely are hackers able to perpetrate network-based frauds on 
ýnancial services institutions.  But as important as it is to have layered defense-in-depth to 
prevent people from breaking into the perimeter, where are the defenses ï layered or otherwise 
ï to protect outbound information?  Little attention has been given to internally based electronic 
vulnerabilities to electronic assets. 

Years ago, few tools were available to mitigate the insider threat.  Now, as the risk of inadvertent 
and malicious information disclosures is rising2, there are strong tools available to monitor protocols 
and gain visibility into data breaches.  The latest generation of content-aware content monitoring 
solutions detects a wider variety of risks than basic data-matching systems.  By combining data 
matching technologies with concept analysis, content-aware information monitoring systems can 
pre-empt violations by identifying behaviors that suggest when individuals no longer deserve the 
trust extended to them.  This enhanced vigilance provides a methodology to thwart information 
leakage.

Compliance to what?
Laws such as GLBA at the federal level and Californiaôs SB1386 specify that Personal Identifying 
Information (PII) that could form the basis for identity theft must not be disclosed.3  However, 
these laws do not include any provision for ways in which companies can assert their compliance; 
the legislation speciýes only that anything less than 100 percent success is not compliant. 

When measured against this yardstick, it is important to realize that there are no rules and 
procedures that institutions can follow ï or products they can buy ï that will truly let them say ñWe 
are compliant.”  There is no single technological bullet that confers “compliance.”  The reality is 
that institutions will be compliant right up to the moment someone, somewhere makes a mistake, 
or deliberately evades controls … resulting in an information breach and the institution no longer 
being “compliant.”

1. A good explanation of this statement and resulting myth con be found at http://www.banking.com/ABA/proýle_0397.html
2. CSO Magazine and CERT http://www2.csoonline.com/info/release.html?CID=24531   
3. http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.html
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For example, if a security vendor stored all the names, Social Security numbers, and credit card 
numbers of every citizen in its data-matching algorithm and guaranteed that none of them will 
appear in an outbound data stream, this cannot automatically make an organization ñcompliantò 
with data privacy laws.  There are still other ways that protected information can be smuggled 
to outside parties.  For example, it could be encoded in an image, written to a CD, or copied 
onto a USB device.  What is needed is a broader focus on insider threats matched by systematic 
approaches to help mitigate the risks.

Lessons from the past: identiýed threats get action that mitigates risk
Regulations, polices, and practices enacted decades ago worked well because ýnancial institutions, 
legislators, and regulators acknowledged the sources of threat and then systematically addressed 
them by implementing changes to mitigate those threats and build trust in the banking system.  
Market forces certainly helped: bank vaults not only had to be strong to deter safe-crackers, they 
also had to look strong enough to persuade depression-weary savers that their cash is safer in a 
steel vault, protected by guards, in a marble-walled bank than under a mattress.  

Early in the last century, as threats from insiders were identiýed, policies and procedures were 
developed to mitigate the risks: Tellers had to reconcile their cash drawers to prevent teller theft.  
When regulators learned that tellers and other insiders could hide embezzlements for a week but 
usually not two, every bank employee was required to take two consecutive weeks of vacation.4  
The result, a signiýcant reduction in embezzlement.

More importantly, look how that vacation rule helped the industry in three ways:

	 1. An easily understood rule and procedures addressed the embezzlement problem, and
	 2. Banks that ensured that their employees took vacations as two consecutive weeks were 	
		  universally recognized as addressing vulnerabilities as part of a system of strong  
		  internal controls.
	 3. Institutions with demonstrably strong internal controls were often able to reduce  
		  their insurance costs.

Notice that implementing the two-week vacation policy does not purport to guarantee that there 
will never be a successful embezzlement, rather it works to reduce the institutions vulnerability to 
insider fraud and embezzlement.

The difference between the 1930s and today is that in the past, when problems were identiýed, 
solutions involving physical devices or policies and procedures were developed and then 
implemented industry-wide.  In the electronic age, ýrewalls and strong authentication procedures 
have successfully mitigated attacks from outside hackers, but little has been done to prevent 
attacks or inadvertent errors from insiders compromising data security.  Imagine what the value to 
the industry would be if modern electronic safeguards were speciýed that paralleled the two-week 
vacation rule and cash reconciliation procedures.  Implementing such policies and procedures and 
related products would relieve each IT department of the tremendous uncertainty regarding what 
steps they should take to address emerging vulnerabilities.  With explicit rules and policies, each 
ýnancial institution would know what are considered baseline protections and which are additional 
steps deemed necessary to protect the most sensitive classes of information. 
 
Top threats facing todayôs ýnancial services industry 
As ýrewalls and authentication systems have become the network equivalent of steel vaults, most 
crimes at ýnancial institutions are no longer perpetrated by outsiders.  Instead, frauds and thefts 
initiated by insiders are responsible for a signiýcant portion of all crime-related losses.  

It is not surprising that insiders now pose an increasing threat because the infrastructure is 
vulnerable to attack by trusted users.  The problem is exacerbated by industry trends that make it 
difýcult to patrol effectively all areas of exposure:
	
	 • Increasing access at branch locations to the Internet
	 Å Increasing use of mobile devices with weak security controls
	 • Increasing reliance on unmonitored electronic communications

 

4. http://www.insurancejournal.com/magazines/southcentral/2005/10/17/coverstory/62073.htm?print=1
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General solutions that have been widely deployed to stop malicious and inadvertent actions that lead 
to theft and fraud generally fall into four categories:
	
	 1. Acceptable use policies prohibit network behavior that may compromise network security 		
		  or release conýdential information  
	 2. Data-matching content ýlters prevent speciýc records from being sent via email 
		  or other channels 
	 3. Multi-factor authentication systems provide AAA security for internet access.5 
	 4. Automatic encryption protects ýles on PCs and laptops from being accessed by 	 		
		  unauthorized parties when lost or stolen 

Generally, these methods focus on the outsider threat, not the risk insiders pose.  Even most of todayôs 
Internet acceptable use policies are not really aimed at preventing information disclosures; they seek 
to prevent users from entangling the network owners in legal liabilities associated with inappropriate 
content entering the workplace.  The only connection with preventing information leakage is the 
attempt to avoid worms and viruses containing keyloggers that then send information to malicious 
outside entities.  
  
As important as these conventional solutions are, none of them fully address all the threats.  
Acceptable use policies largely depend on the trustworthiness of individuals, as web ýlters can 
never fully block access to continuously morphing problem sites. Conventional data-matching 
content ýlters block speciýc records but are blind to all other threats.  Multi-factor authentication 
systems, often combined with the electronic equivalent of counter-signatures, provide high 
transaction security and accountability but still may be employed to perpetrate a crime.  Automatic 
encryption does nothing to prevent authorized users from doing bad things.
 
Toward security frameworks that mitigate insider threats 
At Vericept, we believe it is important to have strong data-matching products that can block 
structured data from exiting the organization ï but there are signiýcant risks that data-matching 
products alone cannot address.  Often missing in todayôs security products are content-aware 
detection methods that extend data-matching capabilities to be able to identify a much wider range 
of inadvertent and malicious actions.  

Content-aware risk analysis can suggest when insiders may no longer be trustworthy.  By 
directing attention to network users who raise suspicions, security staff can be more vigilant to 
identify non-traditional actions they may take against the institution or its customers.  
For example, how would you know:
	
	 Å If the CEO is accumulating huge day-trading losses?
	 Å If the comptroller has a gambling addiction?
	 Å If an accountant is posting non-public ýnancials to web logs?
	 Å If an M&A specialist is paraphrasing key strategy documents to your competitors? 
	 Å If all conýdential information exchanged between the ýrm and its auditors is being sent 		
		  only to the right people, and consistently encrypted?

Conventional solutions are of little value to expose business threats that could be far more costly 
than traditional theft and fraud.

Need to act now
As noted above, more than 100 million names and related information have been compromised 
over the past few years.6  One 2006 survey shows that while respondents continue to be most con-
cerned with intruders from outside their organization (58 percent of events were reportedly commit-
ted by outsiders; 27 percent by insiders), the insider threat is getting worse.  Of those organizations 
experiencing security events, the majority (55 percent) report at least one insider event (up from 39 
percent in the prior year).7 

5. See http://www.fýec.gov/pdf/authentication_guidance.pdf
6. Privacy Rights Clearinghouse, http://www.privacyrights.org/ar/ChronDataBreaches.html
7. CSO Magazine and CERT http://www2.csoonline.com/info/release.html?CID=24531  
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The cost to a company of an information breach is also increasing.  John Pescatore from Gartner8  
puts the cost per account ñlostò in the $90-$100 range.  This includes Direct Charges of $80 per 
account covering:
	
	 Å Legal Expenses
	 Å Communication with affected customers
	 • Call center setup and operation 
	 • Credit monitoring services
	 • Account number administration
 
Plus follow-on charges of $20 per account covering:

	 Å Systems modiýcations to correct the incident
	 Å Subsequent internal and external security audits  

A 2006 survey of actual costs incurred by companies who had data breaches by the Ponemon 
Institute pegged the cost as high as $182 per customer, with average total cost per company of 
$4.8 million.9

Indirect costs of a data breach can spiral out of control:
	
	 Å Public companies typically see a 5% drop in their stock price which continues to be 
		  depressed from 2.5% to 8.5% below the disclosure price for another eight months10 
	 Å External auditors issue qualiýed reports reþecting the lack of adequate controls whenever 	
		  the extent of losses and/or remediation costs are material to the company.  This usually 		
		  depresses stock prices further and increases borrowing costs.
	 • Potential FTC suits over deceptive trade practices 11 
	 • Civil suits
	 Å Damage to the companyôs reputation ï and for its ofýcers
	 Å Loss of jobs, potential bankruptcy

Fulýlling the letter and spirit of compliance with comprehensive security tools 
Vericeptôs Risk Management Platform enables ýnancial services institutions to proactively stop data 
leakage by employing a combination of detection engines including exact data matching, database 
matching, and linguistic analysis.  By applying more detection methodologies than any other content 
monitoring system, Vericept identiýes risks that others cannot.  Vericept products block prohibited 
information disclosures and provides content-aware visibility into insider actions and behaviors.  This 
enables potential violations to be predicted and prevented, including some criminal acts that might 
evade traditional controls.  Only Vericept combines granular data-matching detection methods with 
content-aware risk management.  Both are required to mitigate todayôs threats from trusted insiders.

The increasing risks of information leakage ï and the spiraling costs to remediate any incidents 
ï point to a logical economic decision to work to minimize these vulnerabilities.  By providing tools 
to enable that protection, Vericept helps prevent internal incidents from landing the company on the 
front page of the Wall Street Journal.

About Robert Mannal, CISSP
Robert Mannal is a Senior Product Manager at Vericept Corporation.  A network security specialist, 
Mannal has held management positions at Network Engines, in the Information Risk Management 
Practice of KPMG, at Security Dynamics (now RSA), and at Codex (Motorola).  Mannal earned 
an MBA from the Wharton School of Business and is a Certiýed Information Systems Security 
Professional (CISSP).

8. ñThe Cold Hard Costs of Data Exposureò Lamont Wood, ITCI http://www.itcinstitute.com, quoting John Pescatore, Gartner
9. ñ2006 Annual Study: Cost of a Data Breach,ò  Ponemon Institute, LLC 
10. Webworld, Oct. 9, 2006  http://www.webwereld.nl/articles/43234/data-leaks-hit-share-prices-hard.html
11. MulitChannel Merchant ñLive from the DMA06: The FTC Tightens Up ID Theft Rules, Oct. 17, 2006, Ray Schultz,
http://multichannelmerchant.com/crosschannel/lists/FTC_ID_theft_10172006/  
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Why Vericept?
Vericept Corporation is the leading provider of comprehensive compliance and content control 
solutions.  Vericept mitigates internal risk by providing enterprise-wide visibility that enables full 
control of the information exchanged inside and outside an organization. Vericept’s patent pending 
Intelligent Content Control EngineÊ dramatically reduces security risks and ñinsider threatsò 
within an organization.  These can include regulation compliance violations, information leaks, 
inappropriate Internet activity and more.  Only Vericept offers comprehensive solutions that provide 
360-degree visibility and control of inappropriate activity across all forms of Internet trafýc, such 
as email, chat, P2P, and FTP.  Vericeptôs Real-time content capture enables organizations to act 
immediately and prevent loss of valuable information assets. Vericept’s technology protects more 
than 2 million users and over 700 customers worldwide everyday. Vericept is a privately held 
Company headquartered in Denver, Colorado.  

 

Vericept Contact Information
For additional product or sales information, please contact Vericept at:

Vericept Corporation
555 Seventeenth Street, Suite 1500
Denver, CO 80202
800-262-0274  Å  303-798-1568
info@vericept.com

Visit the company website at www.vericept.com
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